BANSTEAD

Pupil and Parent Privacy Notice for Banstead Preparatory School, a
United Church Schools Trust School

This notice isintended to provide information about how the School will use or “process” personal data
aboutindividualsincluding current, past and prospective pupilsand their parents, carers or guardians, and
hostfamilies (referred toin this notice as “parents”).

Responsibility for Data Protection

The data controllerfor personal information held by Banstead Preparatory Schoolis United Church Schools
Trust (UCST). UCST isregistered with the Information Commissioner’s Office (ICO). The registration number
is Z533407X.

The Company Secretary, Steve Whiffen, is responsible for ensuring that UCST complies with the Data
Protection Law. He can be contacted on company.secretary@unitedlearning.org.uk or 01832 864538.

The School Business Manager is responsiblefor ensuring that the School complies with UCST’s policies and
proceduresinrelationto Data Protection. They can be contacted via the School Office on 01737 363601.

The purposes for which we process pupil and parent personal data

Banstead Preparatory School and United Church Schools Trust collect, create and hold personal information
relatingto our pupils and may also receive information about them from their previous school, local
authority and/orthe Departmentfor Education (DfE). We also collect and hold personal information about
our pupil’s parents and carers. We may use this personal datato:

e Provide education services (including SEN), career services and extra-curricular activities to pupils;
and to monitor pupils’ progress and educational needs;

To safeguard pupils’ welfare and provide appropriate pastoral (and where necessary, medical) care.

e Toenable pupilstotake partin national or otherassessments, and to publish the results of public
examinations or other achievements of pupils at the school.

e To maintainrelationships with alumni and the school community.

e Forthe purposesof management planning and forecasting, research and statistical analysis and to
enable UCST to monitorthe School’s performance.

e To monitoruse of the School’s ITsystems in accordance with the school’s acceptable use policy.

e Toreceiveinformationabout currentand prospective pupils from any educational institution that
they attended, including academicrecords, references and information relating to outstanding fees
or payment history.

e Forthe purposes of pupil selection and to confirm the identity of prospective pupils and their
parents.

e To make use of photographicimages of pupilsin school publications and on the school website in
accordance with the School’s policy on taking, storing and using images of children.

e Toraiseinvoicesand process paymentsinaccordance with the school’s terms and conditions.
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For security purposes, and for regulatory and legal purposes (forexample child protection and
health and safety) and to comply with its legal obligations.

To receive reports from any external bodies who may be working with your child.

Where otherwise reasonablynecessary forthe school’s purposes, including to obtain appropriate
professionaladvice and insurance forthe School.

To comply with our obligation as a UK Visas and Immigration Licenced Sponsor to ensure thatevery
pupil has permission to be inthe UK.

To keep you updated about the activities of the school including by sending updates and
newsletters by email and post.

To organise trips and visits both in the UK and abroad.

The school will use thisinformation to decide whatlevel of bursary, if any, will be awarded.

To determine the outcome of bursary applications.

The categories of personal data that we process

The types of personal data processed by the school will include:

SAREIE O

No

10.
11
12.
13.

14.

Names, addresses, telephone numbers, email addresses and other contact details.

Current, past and prospective pupils’ dates of birth.

Nationality.

Parent occupations.

Academicrecords and national curriculum assessment results, including examination scripts and
marks.

Attendance information, behavioural records, any exclusion information.

Child protectionrecords (whereapplicable).

References given orreceived by the school about pupils and information provided by previous
educational establishments and/or other professionals or organisations working with pupils
Where pupils go afterthey leave the school.

Images (inaccordance with the school’s policy on taking, storing and usingimages of children).
Fee payers’ bank details.

Passportand visa details (where applicable) or otherevidence of the pupil’sright to live in the UK.
In the case of bursary applications, we will receive an assessment from Bursary Applications Limited
regarding yourlifestyle and financial circumstances.

Personal characteristics such as your ethnicgroup, religion, any special educational needs you may
have and any relevant medical information.

The legal basis for the processing of pupil and parent data

The legal basis for processing the personal datalisted in points 1-14above are:

to enable ustofulfil the terms of our contract withyou;

to comply with ourlegal obligations;

where the processingis necessary forthe purposes of UCST’s legitimate interests;
where the processingis protecting the vital interest of the datasubject.
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Information relating the use of images for marketing and publicity purposes (point 10) will only be
processed with the explicit consent of the parents. Information relatingtoracial or ethnicoriginor
religious beliefs (point 14) will only be processed with the explicit consent of the parents, or where required
by law or inthe publicinterests.

Furtherinformation regarding the purposes for which these datawould be processed will be provided with
the data collection form.

Data Retention Periods

The pupil’s educational record will move with the pupil to their next school. Where the School isthe last
school that the pupil attends the records will be kept until the pupilis 25 years old.

Admissions information will be retained for 6years.
Information relating to financial transactions will be keptfor7years.

For furtherinformation on how long we keep personal datafor please referto ourrecords retention
schedule which can be obtained from the School Office.

Data Security

UCST has in place technical and organisational measures that ensure alevel of security appropriateto the
sensitive nature of the personal datathat we process. For furtherinformation regarding how we keep
personal datasecure please referto our Security of Personal Data Policy which can be found on the school
website www.bansteadprep.com

Data Processors

We use third party data processors to provide us with servicesincluding a managementinformation
system, parent communications, parent payment solutions, accounts software, Early Years funding, cloud
storage services, online registration for participation in our holiday camp ‘FunZone’, school trips, visits and
extra-curricular clubs, apps and software foruse inthe classroom, processing of bursary applications,
secure destruction of data, and to facilitate the secure transfer of data between the school and central
office. This use of data processors will only take place ifisin compliance with the Data Protection Act 1998
and the General Data Protection Regulation.

We currently use anumber of data processorsincluding: Isams, Classroom Monitor (Prime Principle
Limited), MARK, DoodleMaths (EZ Education), Hegarty Maths (H&A Learning Limited), Rising Stars (Hodder
Education), Accelerated Reader (Renaissance Learning), Tapestry (Foundation Stage Forum Limited), PSF
Finance, Access Finance, Microsoft Office 365 (including Sway), Seesaw, Surrey County Council (EYFE
portal), Bursary Administration Limited, ParentMail (123Comms Limited), BHWW, Shred Station Limited, RS
Academics, Purple Mash, plus anumber of online Apps (where pupilemail address only is shared).
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We may use other providersfromtime totime and decisions on whether we contract with these third party
processors are subjectto a robust approval processand are based on a detailed assessment of the purpose
for which the data processingis required, the level and sensitivity of data involved and the arrangementsin
place to store and handle the data. To be granted access to pupil leveldata, data processors must comply
with strictterms and conditions covering the confidentiality and handling of data, security arrangements
and retentionand use of the data.

Sharing Data with Third Parties (other data controllers/ processors)
We may share data with the followingrecipients:

Keeping in touch and supporting the School

We would like to share pupil and parent personal datawith our Alumni Association. We willonly do so if
you have signed the appropriate consent form. Details of how these groups use your personal dataare
givenonthe consentform. Consent may be withdrawn atany time by writing to the School Office.

References

We will providereferences andinformation regarding outstanding fees and payment history to any other
educational institution that the pupil proposes to attend. We will provide referencesto potential
employers of past pupils.

School Inspections
On request we will share academicrecords withinspectors fromthe Independent Schools Inspectorate
(I1s1).

Redwood Collections

When fees are unpaid we may share your contact details and fee payment history with Redwood
Collections, ourdebt collection agency. We will writeto you to inform you that we may do this priorto
taking such action.

UK Visas and Immigration

UCST is a Tier4 Immigration Sponsor. Assuch we may be required fromtime totime to share personal
data with UK Visas and Immigration, when they carry out sponsorinspections orwhentheyneedto assess
an individual'simmigration status.

Local Authority/ Heathcare providers

Where applications are made for Educational Healthcare Plans oradditional supportis requested from
healthcare agencies and providers that we work with, we may share pupil information with such providers.
We will write toyou toinformyouthat we may do this priorto taking such action.

Department for Education
We are required, by law, to pass some information about our pupils to the Department for Education (DfE).
Thisinformation will, inturn, then be made availablefor use by the Local Authority.

DfE may also share pupil level personal data that we supply to them, with third parties. This will onlytake
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place where legislation allowsittodo soand it isin compliance with the Data Protection Act 1998 and the
General Data Protection Regulation.

Decisionson whether DfE releases this personal datato third parties are subject to a robust approval
processand are based on a detailed assessment of whoisrequesting the data, the purpose forwhichitis
required, the level and sensitivity of datarequested and the arrangementsin place to store and handle the
data. To be granted access to pupil leveldata, requestors must comply with strict terms and conditions
coveringthe confidentiality and handling of data, security arrangements and retention and use of the data.

For more information on how this sharing process works, please visit:
https://www.gov.uk/guidance/national-pupil-database-apply-for-a-data-extract

For information on which third party organisations (and for which project) pupil leveldata has been
providedto, please visit: https://www.gov.uk/government/publications/national-pupil-database-requests-
received

If you need more information about how ourlocal authority and/or DfE collect and use your information,
please visit:

e ourlocal authority at https://www.surreycc.gov.uk/ or

e the DfE website at https://www.gov.uk/data-protection-how-we-collect-and-share-research-data

We will not give information about our pupils to any otherthird parties without your consent unless the
law and our policies allow ustodo so.

Rights of the Data Subject

Data protection legislation givesindividuals certain rights which are detailed below. If youwishtoexercise
these rights, please contact the School Office.

Right of access to personal data “subjectaccess request”

You have the right to access the personal datathat the school holds aboutyou. Requests needto be made
inwriting. If your childis overthe age of 12 they will also need tosignthe request. We take the security of
personal dataseriously so we may ask you for proof of identity to verify thatyou are entitled to the
information requested.

Right to withdraw consent

Where we have obtained your consent to specific processing activities you may withdraw this consent at
any time.

Right to rectification
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You have the rightto have the personal datathat we hold about you rectifiedifitisinaccurate or
incomplete. We will respond to such requests within one month.

Right to erasure
You have the right to have personal data erased in certain specific circumstances. If youmake sucha
request we will considerwhetherthe right to erasure applies and give you afull and reasoned response.

Right to restrict processing

In certain circumstances you have the right to request that we restrict the processing of your personal
data. If you make such a request we will consider whetherthe righttorestrict processingapplies and give
you a full and reasoned response.

For furtherinformationregarding these rights pleasereferto the Group’s rights of the data subject policy.
If you disagree with a decision that we have taken regarding the processing of your personal data please

contact UCST’s Company Secretary, Steve Whiffen, on 01832 864538 or
company.secretary@unitedlearning.org.uk.

You also have the right to lodge acomplaint with the information Commissioners Office on 0303 123 1113
or https://ico.org.uk/for-the-public/ .
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